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The following configuration procedure shows how to configure IPSec tunneling on a Windows XP
Professional client so that this client can access a LAN through the Internet. The LAN is located
on the protected side of a RF550VPN. It is assumed that the RF550VPN is already configured.
This configuration procedure will also work on Windows 2000.
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Remote Windows XP Client-to-LAN Configuration Using IPSec Tunneling

Windows 2000 Server Workstation  Workstation Linux Server

182.162.2.100 182168.2.2 192168210 192168.2.11
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1. Atthe Windows XP Professional workstation type “mmc¢” on DOS Command Mode.

icrozoft Windows HP [Uersion 5.1.26881]1
CC>» Copyright 1785-2001 Microsoft Corp.
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2. Left click on “File” and select “Add/Remove Snap-in.”

'm Console1 - [Console Root]

%y Fil=  fckion  Yiew  Favorites  Window  Help |_|E’|£|
e
o m B @

Console Root Mame I

There are no items to show in this view,

3. Click “Add.”

Add/Remove Snap-in d b

Standalone I Entensions I

Uze thiz page to add or remove a standalone Snap-in from the conzale.

Snap-ing added to: Ia Conzale B oot j

— Dezcription

Hemowe About,. |

OF. I Cancel
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4. Scroll down and highlight “IP Security Policy Management” and click on “Add.”

Add 5tandalone Snap-in

Available Standalane Snap-ing:

Shap-in Yendor A
E Dizgk Defragmenter icrozoft Corp, Executi...
ﬁ Dizk Management Microzoft and VERITAS...
Ewent Viewer Microzoft Corporation
[_dFolder Microzoft Corporation
@ Group Policy Microzoft Corporation
g Indexing Service bicrozoft Corporation, ...
' . .
= bicrozoft Corporation
( ticrozoft Corporation
et dre ticrozoft Corporation
ﬁ Local Users and Groups Microzoft Corporation v
Drezcription
|nternet Protocol Security [|PSec] Administration. kManage IPSec Y
policies for secure communication with other computers. =

[ £

o D[ o
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4. Choose “Local computer” and click “Finish.”

Select Computer

Select which computer this Snap-in will manage
When thiz conzaole iz zaved the location will alzo be zaved

The computer thiz conzole iz running on

i~ Manage domain policy far this computer's damair

" Manage domain policy for another domain:

™ Another computer:

Browse, . |

¢ Back < I Finizh

Carnicel
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5. Click on “Close.”

Add Standalone Snap-in ? D

Available Standalane Snap-ing:
Shap-in Yendor A
E Dizgk Defragmenter icrozoft Corp, Executi...
ﬁ Dizk Management Microzoft and VERITAS...
Ewent Viewer Microzoft Corporation
[ Falder Micrazoft Carporation
@ Group Policy Microzoft Corporation
g Indexing Service bicrozoft Corporation, ...
@, IP Securty Monitor bicrozoft Corporation
' IF Security Policy tanagement ticrozoft Corporation
@ Link to'web Address Microzoft Corporation
ﬁ Local Ugers and Groups Microzoft Corporation v
Drezcription
|nternet Protocol Security [|PSec] Administration. kManage IPSec Y
policies for secure communication with other computers. =
4
Add ] ( Cloze j

6. Click “OK.”

Add/Remove Snap-in llil

Standalone I E:-ctensionsl

U=ze thiz page to add or remowe a standalone Snap-in from the console.

Shaprifs added to: |@ Conzale Root ;I

— Deszcription

Internet Protocol S ecurty [IPSec] Administration. M anage IPSec policies
for gecure communication with other computers.

Add.. Hemowe About. I

C_ ok D coce |
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Click left button on “IP Security Policies on Local Computer” under “Console Root” to
display the local computer security policies under “Name.”

'm Console1 - [Console Root]

[%] File  Action  %iew Favorites  Window  Help |_|E’|£|
- @

Console Rook Marne I

= [P Security Policigs: g IP Security Policies on Local Comp..,

Right click on “IP Security Policies on Local Computer” and select “Create IP Security

Policy.”

B File  Action  View

Favorites  Window  Help |_|E’|£|

« - mmHE @ ax

[_7 Console Root

8, 1P Security Policis

Mame | Descripkian | Palic

A Client (Respond Orlyd  Communicate normally (uns... Mo
&1 Secure Server (Requir... For all IP traffic, awayvs req... Mo
] Server (Request Secu... For all IP traffic, always req... Mo
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9. Click “Next.”
IP Security Policy Wizard d |

Welcame to the IP Security Palicy wizard.
Thiz wizard helps you create an IP Security Policy. ou will
gpecify the level of secunty to uze when communicating with

gpecific compubers or groups of computers [zubnets), and for
particular 1P traffic tupes.,

To continue, click MNext,

g Eau:lf

10. Type Name and Description for security policy, and then click “Next.”

| 2]x]]

IP Secunty Policy Hame *
Mame thiz IP Secunty policy and provide a brief description
-

Canicel |

M arne;
RFEEIPM Wwith Wwin_=P

Dezcrption:

RFEEMPM Cammunication with \Windaws =P Profezsional

e

< Back QL Mexst = )[ Cancel




Multi-Tech Systems, Inc.

11. Uncheck “Activate the default response rule”, and then click “Next.”

IP Security Policy Wizard d |

- - L]
Requests for Secure Communication
Specify how thiz policy responds to requests for secure communication.,
-

The default rezsponze ile rezpondz ba remote computers that request zecurty, when no
ather rule applies. To communicate securely, the computer must respond to requests far
SECUIE Commmmunication.

@tivate the defaulk rezponze e, |

12. Click “Finish.”
IP Security Policy Wizard ilil

Completing the IP Security Policy Wizard

Y'ou have succeszsfully completed specifving the properties
for pour new 1P security palicy.

Ta edit your IP security palicy now, select the Edit properties
check bow, and then click Finigh.

To cloze thiz wizard, click Finizh.

¢ Back Firizh Cancel
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13. Click “Add.”

EAZ104¥PN With W2K Properties 7] x|

Rules |Eeneral|

@@ Secuty rules for communicating with ather computers

|

IP Security Rules:

IP Filker List | Filter sction | swthentication.. | Tu
O <Dynamics Default Response F.erberoz Mc

1| | i

Add... Edit... | Bemove | v Uze Add ‘wizard

k. I Cancel

10
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14. Click “Next.”

Security Rule YWizard

2lx
Welcome to the Create [P Security Bule ‘Wizard.

A gecurity rule gaoverns how and when security is invoked
baszed upon criteria, such az the source, destination, and type
of IP kraffic, in the secunty rule's [P filker hist.

A gecurnity rule containg a collection of security actions that
are activated when a communication matches the critera in
the IF filker list.
Securnty actions:

IP tunneling attributes

Avthentication methods

Filter actions

To continue, click Mest,

11




Multi-Tech Systems, Inc.

15. Input IP Address into “The tunnel endpoint specified by this IP address:” and then click
“Next.” (Ex: RF550VPN WAN Port IP Address 204.26.122.103)

Security Rule Wizard

Tunnel Endpoint
The tunnel endpaint iz the tunneling computer clogest to the P traffic destination,
az specified by the zecurity rule's [P filker list.

An IPSec tunnel allows packets to traverse a public or private internetwark, with the
gecurnity level of a direct, private connection between bwo compbers.

Specify the tunnel endpaint far the 1P Security rle:

™ Thiz rule doez not specify a tunnel

* The tunnel endpoint iz specified by thiz 1P address

26 . 122 . 103

[ < Back Mext > D[ Cancel

12
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16. Choose “All network connections”, and then click “Next.”

Security Rule YWizard

Metwork Type
The securty rule must be applied to a netwark, type.

Select the netwark type;

@iﬁ.ll niebwark, connections
" Local area network [LAN]

™ RBemote access

< Back ( I Mest »

Cancel

13
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17. Choose “Use this string to protect the key exchange (preshared key)” and then click
“Next.” (Ex: RF550VPN preshared key 102t3t4f)

Security Rule Wizard

Authentication Method
To add multiple authentication methods, edit the security rule after completing the
IF Security le wizard.

Set the initial authentication method for this security rule;

i active Directary default [Kerberoz W5 pratacal]

™ Use a certificate from this certification authority [Cé);

I Browse... |

@Llse thiz gtring ko protect the key exchanage [prezhared keyl:
1a2t3tdf

[ < Back Mext = D[ Cancel

14
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18. Click “Add.”

Security Rule YWizard

IP Filter List

Select the |F filker lizt far the tope of [P traffic to which this security rule applies.

[f o |P filker in the following list matches pour needs, click Add to create a

IP filker ligts:
M ame | Dezcription a
@62 ICHP Traffic katches all ICMP packets bet..

FIEW OFE:.

O &IlIP Traffic Matches all IP packets from ... Edi... |
Bemove |

< Back I Mest » I

Cancel

19. Type a filter name and description and then click “Add.”

M P Filter List

—
i—' addrezses: and protocals can be combined inta ane |P filter.

A P filker ligt iz compozed of multiple filkers, In this way, multiple subnetz, [P

I arne;

kake a filker fram “Win_P to RFR50PH

"Win_<P to RFEE0VEM m
D escription: '

~—————

Edit...

Hemowve |

Filters: v Usge sddWizard

Mirru:ureu:l| Deszcription | Protocol | Source Port

| D estination

[

]9

Cancel |

i

A

15
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20. Click “Next.”
IP Filter Wizard . 2| %
Welzome ta the IP Filker \Wizard.

Thiz wizard helps you provide the source, destination, and
traffic-type information needed to filker 1P taffic.

Thiz wizard creates "mirrored"! filters that match on both
inconming and autgaing P traffic.

“'ou can add multiple filkers to build an [P Filter List that
matches on [P packets for multiple zource or destination
machines, or for many different traffic types.

To continue, click MNext,

Canicel |

21. Select “A specific IP Address” and input Source IP address, and then click “Next.”
(Ex: Windows XP Professional IP address 204.26.122.50)

| 2]%]

IP Traffic Source 2t
Specify the source address of the P traffic.
.

S

A zpecific |P Addreszs

—

|F-mdress@ .26 . 122 D

—
< Back (H M et D[ Cancel
\_/

16
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22. Select “A specific IP Subnet” and input destination IP address, and then click “Next.”
(Ex: RF550VPN Private network (LAN) 192.168.2.0)

Filter Wizard 7| x|

IP Traffic Destination B
Specify the destination addrezs af the [P traffic.
-

Deszstination address:

& zpecific [P Su-l:unet j

——
IPﬁddges@1ﬁﬂ .2 p

Subnet mazk: 2bh . 26 | 26 . O

23. Click “Next.”
Filter Wizard 7| x|

IP Protocol Type B
Select the |P Pratocal tupe. [ this wpe supparts [P partz, vau will alza specify the
[P port. -

Select a protocal bupe;

[N - |

I =

< Back Mest » Cancel

17
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24. Click “Finish.”

IP

Filter Wizard

To cloge thiz wizard,

Completing the 1P Filter 'wizard

You have successfully completed the [P Filker “Wizard.

To edit your IP filker now, select the Edit properties check,
box, and then click finish.

click Finish.

< Back Finizh Cancel |

25. Click “OK.”

|

- A P filker ligt iz compozed of multiple filkers.,
=
=

I arne;

addrezses: and protocals can be combined inta ane |P filter.

2]x]|

I thig way, multiple subnets, IP

Wwin_=<P to RFEE0VPN

D escription: Add...
kake a filker fram “Win_P to RFR50PH Edit...
Remove
Filters: v Uze &ddwizard
Mirrared | Description Protocol Source Port D estination
Tes ANT AN ANT
<

*
(o D oo
e

18
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26. Choose “Win_XP to RF550VPN" and then click “Next.”

IP Filter List
Select the |P filker izt for the type of 1P traffic to which this secunty rule applies.

[f o I filker in the following lizt matches pour needs, click Add to create a new ane.

IP filker ligts:
M arme D escription | Add...
O AICHP Traffic katches all [ICMP packets bet.
Edit...

katches all IP packets from b,
kake a filker fram SWin_=<P ta ..

Remove

A1l 1P Traffic
(@ )win_xP to RFSS0VPN

g

< Back (l

Mext = D[ Cancel

27. Click “Add.”

Security Rule YWizard

Filter Action
Select the filter action far this security rule.

[f ro filter actiong in the following ligt matches your needs, click Add to create a new
one. Select Uze Add wWizard to create a filker action.

W Use Add ‘Wizard

Filker Actionz:

M ame
ORI
O Request Security (O ptional]
{2 Require Security

Permit unzecured P packets t...
Aocepts unzecured commLuni...
Aocepts unzecured communi...

| Dezcription |

< Back I Mest » I

Cancel

19
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28. Click “Next.”

Filter Action Wizard

Weloome to the |P Security Fiter Action ‘Wizard
I1z& thiz wizard to specify properties for a new filker action,

A filker action zets the security requirements for a data

tranzfer. These requirements are zpecified in a list of security
methods contained in the filker action,

Drata tranzfer ig only pozsible when the computers invalved
uze the zame secunty methods. Muliple security methods

increaze the chance that bwo computers will uze the zame
rmethod.

To continue, click MNext,

Filter Action Wizard

Filter Action Hame
MHame this filker action and optionally give a brief description

@E-\
3DES_MD5

Dezcription:

3DES_MDH

< Back Cancel

20
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30. Choose “Negotiate security” and then click “Next.”

Filter Action

Filter Action General Options
Set the filker action behavior.

" Pemit

< Back (D Cancel |

31. Choose “Do not communicate with computer that do not support IPSec” and then click
“Next.”

Filter Action Wizard

Commumicating with computers that do not support IPSec

Communicating with camputers that do not zuppart IPSec may expogse vaur
nebwiork, to securnity risks.

Do you want to allow communication with cormputers the do not suppart |PSec?

@QD nat communicate with computers that do not support IPSec
" Fall back to unsecured communication.

|1z this option if there are computers that do not zupport IPSec on pour network.
Communication with computers that do not zuppart IPSec may expogze paur netwiork,
b gecurnty risks.

< Back Caticel

21
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32. Choose “Custom” and then click “Settings.”

Security Method Wizard

IP Traffic Security
Specify a zecurity method for 1P traffic. To add multiple security methods edit the
filker action after completing the wizard.

Thiz filker action requires at least one secunty method for [P traffic.

™ High [Encapsulated Secure Payload)
Drata will be encropted, authenticated, and unmodified.

" Medium [Authenticated Header]
Drata will be authentic and unmodified. but will not be encrepted.

@i
Settingsz...

¢ Back I Hest = I Canicel |

33. Check “Date integrity and encryption (ESP)”, select “Integrity algorithm (MD5)” and
“Encryption algorithm (3DES)”, and then click “OK.”

Custom Security Method Settings 7| x|

Specify the settings for thiz cugtom security method,

[ Data and address integrity without encreption [4H] :
| rtearity algarithnm

[MD5 =l

ata integrity and encryphion [ESF):

|ntegrity algarithm:

MD5 |

Encreption algarithm:

Sezsion key Settings:

[ Generate a new key eveny: [ Generate a new key eveny

|1 Qoooo I
Ebytes 3600 geconds

Cox b comel_|

22
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34. Click “Next.”

Security Method Wizard

IP Trafhic Secunty
Specify a zecurity methad for 1P traffic. To add multiple zecurity methods edit the
filker action after completing the wizard.

T hiz filter action requires at least one zecurnity method for [P traffic.

" High [Encapsulated Secure Payload)
Drata will be encypted, authenticated, and unmodified.

i~ Medium [Authenticated Header]

Data will be authentic and unmodified, but will not be encrypted.

* Custom

35. Click “Finish.”

Filter Action Wizard 7| x|

Completing the 1P Security filter action ‘izard

You have successfully completed the P Security Policy
wizard.

To edit your filter action now, zelect the Edit properties
checkbox, then click Finizh.

To cloge thiz wizard, click Finizh.

< Back Caticel

23
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36. Select “3DES_MD5” and then click “Edit.”

Security Rule Wizard

Filter Action
Select the filter action for thiz security rule.

IF nio filker actionz in the following izt matches pour needs, click Add to create a new
one. Select Uze Add Wizard to create a filker action,

Filter Actions: ¥ Usge &dd wWizard

I ame | D'ezcriptian | Add... |

2DES_MD5 JDES_MDB

O Fequire 5ecurity Accepts ungecured communi...

) Permit Permnit ungecured IP packets ...

(O Request Security [Optional]  Accepts unzecured communi... i |

¢ Back I Hest = I Canicel

24
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37. Check “Accept unsecured communications” and “Session key Perfect Forward Secrecy”
and then click “OK.”

3DES_MDS Properties

E

]

Security bethods | Generall

£ Permit
™ Elock
&+ MNegatiate secunty:
Security Method preference order:
Type | AHlntegity | ESP Corfidential.. | ES Add...
Cuigtarm <Mones JDES kL

Edit...

Bemowve

fMove up

1l

4 | _pl b e doven

v Bccept unzecured communication, but always respond wsing IPS ec
Allow unsecured communication with non |PSec-aware computer

eszion key Perfect Fonward Secrecy

25
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38. Click “Next.”

Security Rule Wizard d |

Filter Action *
Select the filter action for thiz security rule. %
e

IF nio filker actionz in the following izt matches pour needs, click Add to create a new
one. Select Uze Add Wizard to create a filker action,

v Use add wizard

Filter Actions:
I ame | D'ezcriptian | Add...
3DES_MD5 ADES_MD5
¢ Permit Permit unzecured IP packets t... Edi.. |
(O Request Security [Optional]  Accepts unzecured communi... Bemave |
O Fequire 5ecurity Accepts ungecured communi... —

< Back ‘D Cancel |

39. Uncheck “Edit properties” and click “Finish.”
Security Rule Wizard d |

Completing the Mew Bule Wizard

Y'ou have successfully completed specifving the properties
fior wour new rule.

To edit your gecurty rule now, select the Edit properties
check box, and then click Finish.

To cloge thiz wizard, click Finizh.

¢ Back [ Finizh l Canicel |

26
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40. Click “Add.”
RF550¥YPN With Win_XP Properties

Rules General|

ﬁ Security rules for communicating with ather computers
IF Security rules:

IP Filter List | Fiter &ction | suthentication... | Tu
Win_#P to RFER0... 3DES_MDA Prezhared Key 20
O <Donamics Default Aezponze K.erberoz Me
i | ilf ] i|

‘ Add... ’ Edi... | Remove | W Use Add'wizard

Cloze Cancel

27
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41. Click “Next.”

Security Rule Wizard d |

Weleame to the Create [P Security Bule ‘\Wizard.

A gecurnity rule govern: how and when security is invoked
based upon criteria, such as the source, destination, and type
af [P traffic, in the security rile's [P filker list,

&, gecurity rule containg a collection of security actions that
are activated when a communication matches the criteria in
the I filker list.
Security actions:

[P turnneling attributes

Authentication methods

Filter actions

To continue, click MNext,

42. Input IP Address into “The tunnel endpoint specified by this IP address:” and then click
“Next.” (Ex: Windows XP Professional IP Address 204.26.122.50)

L

| 2]x]|

Tunnel Endpoint -
The turnel endpoint iz the tunneling computer clogest to the 1P raffic destination, %
az zpecified by the zecurity ule's [P filker list. -

An IPSec tunnel allows packets to traverse a public or private internetwark, with the
zecunty level of a direct, private connection between bwo computers.

Specify the tunnel endpaint for the 1P S ecurity ile;

" Thiz e does not specify a tunnel
@The tunnel endpoint | ffied bu thiz |P address:
204 . 26 . 122 . 50

o= 12 %)

< Back Mext » D [ Cancel
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43. Choose “All network connections” and then click “Next.”

Security Rule Wizard d |

Metwork Type -
The securty rile must be applied to a netwark, type. %
e

Select the nebwork, type:

@iﬂ.ll nebwork. connections
™ Local area nebwork [LAM]

" Femote access

< Back 1D Cancel |

44. Choose “Use this string to protect the key exchange (preshared key)” and then click
“Next.” (Ex: RF550VPN preshared key 102t3t4f)

¥
b L il [

Authentication Method .
To add multiple authentication methods, edit the secunity e after completing the %
=

IP Securty rule wizard,

Set the initial authentication method for this security rule:

" Active Directory default [Kerberos W5 protocal)

" Use a certificate from this certification authoriby [CA]:

|

@Llse thiz gtring ko protect the key exchange [prezhared key]:
102t 3edf

< Back Q[ MHewt » Cancel
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45. Click “Add.”

Security Rule Wizard

IP Filter List
Select the IP filker lizt for the tppe of 1P traffic bo which thiz secunty ile applies.

[f o | filker in the fallowing lizt matches pour needs, click Add to create a new ane.

IP filker lizts:
M ame | Dezcrption | @
O AILCHP Traffic katches all ICMP packets bet...
O &1l IP Traffic Matches all IP packets from t... Edt.. |
O win_xP to RFE50WPN kake a filker from “Win_=P to .. Femave |

[ « Back J[ Mext » ][ Cancel J

46. Type a filter name and description and then click “Add.”

M |P Filter List

- A 1P filker ligt iz compozed of multiple filkers. In thiz way, multiple subnets, [P
=3 addreszes and protocols can be combined into one [P filker.
Marmne;
C IHFEEWF‘N to Win_XP D
Dezcription: @’
bake a filker from RFS50WPM to 'wWin_=P Edit... |
Hemowve |
Filters: v Use Addwizard
Mirrared | D escription | Pratacal | Source Part | D estination
€] i | B
0k, Cancel |

30
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47. Click “Next.”

IP Filter Wizard d |
Welzome ta the IP Filker \Wizard.

Thiz wizard helps you provide the source, destination, and
traffic-type information needed to filker 1P taffic.

Thiz wizard creates "mirrored"! filters that match on both
inconming and autgaing P traffic.

“'ou can add multiple filkers to build an [P Filter List that
matches on [P packets for multiple zource or destination
machines, or for many different traffic types.

To continue, click MNext,

48. Select “A specific IP Subnet” and input Source address and then click “Next.”
(Ex: RF550VPN Private network(LAN) 192.168.2.0)

Filter Wizard 7| x|

IP Traffic Source B
Specify the zource address of the [P traffic.
-

Source address:

& specifc P Subnet ~|

IP Addre 192 . 168 . 2 . 0

Subnetmask:| 255 . 255 , 255 .

< Back (D Cancel |
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49. Select “A specific IP Address” and input destination IP address and then click “Next.”
(Ex: Windows XP Professional IP address 204.26.122.50)

Filter Wizard

IP Traffic Destination ot
Specify the destination addrezs of the [P traffic.
i

Destination address:

& specific P Address > -]

IF'address.(I 204 . 26 . 122 . KO0 O

Subriet mask: | 255 . 255 . 255 . 255

fm— —]
<Back " New> 3

50. Click “Next.”

IP Protocol Type "
Select the |P Protocal type. [f this tvpe supparts [P ports, vou will alzo specify the
IP port. o

Select a protocol bype:

[N |

I o

< Back 1-D Cancel |
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51. Click “Finish.”

IP Filter Wizard d |

Completing the 1P Filter 'wizard

Y'ou have successfully completed the [P Filker *izard.

To edit your [P filter now, zelect the Edit properties check
box, and then click finish.

To cloge thiz wizard, click Finizh.

 ——

< Back 1’ Cancel |

52. Click “OK.”
- 2 |||

A 1P filter ligt iz compozed of multiple filkers. In thiz wayp, multiple subnets, [P
addreszes and protocolz can be combined into one [P filter.

M

M ame:
RFE5CPH to 'wWin_=P

Dezcription: Add...
Make a fiter frarn RFER0VPN ta 'win_ =P Edit...
Remove
Filters: v Uszefdd\Wizard
kirrored | D ezcription Pratocal Source Port D estination
Yes ANY ANY ANY
S »

@ Cancel
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53. Select “RF550VPN to Win_XP” and then click “Next.”

IP Filter List
Select the |P filer lizt for the tppe of 1P traffic to which this security rule applies.

If nio [P filker in the following list matches pour needs, click Add to create a new one.

IP filker lizks:
MName Description | Add...
O AllICMP Traffic katches all ICMP packets bet... .
AP Traffic Matches all IP packets from ... Edi.
& RFEEIVPHN to Win_=P Make a filker from RFSS0VEN . Bemave
Win_=P to RFS50VEH kake a filker from ‘win_<P to ...

(<o _vew> )

54. Choose “3DES_MD5” and then click “Next.”

Security Rule Wizard

Filter Action
Select the filter action for thiz security rule.

IF nio filker actionz in the following izt matches pour needs, click Add to create a new
one. Select Uze Add Wizard to create a filker action,

Filter Actions: ¥ Usge &dd wWizard

| Hame | Description | fdd.
ADES_MD5

L) Permit Permit unsecured IP packets b Edi..

(O Request Security [Optional]  Accepts unzecured communi...

) ) ) Bemowve
O Fequire 5ecurity Accepts ungecured communi...

IE

< Back QD Cancel |
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55. Click “Finish.”

Security Rule Wizard

Completing the Mew Bule Wizard

Y'ou have successfully completed specifving the properties
fior wour new rule.

To edit your gecurty rule now, select the Edit properties
check box, and then click Finish.

To cloge thiz wizard, click Finizh.

 ——

< Back (D Cancel |
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56. Highlight “Win_XP to RF550VPN” and then click “Edit.”

RF550¥YPN With Win_XP Properties

Bules | General |

% Secunty rules for communicating with other computers

IF Security rules:

| |E Filter List T e Eian : Protrertiestion. | Tu
< Wir_#P to RFE50... 3DES_MDS5

L Preshared Key 20
R BRI o 3B ES— MBS m

O <Dynamics Default Rezponze k.erberoz MHc

>

& ] L£d
Add... |< Edit... |> Remove p Uze Add ‘Wizard

Cloze Cancel
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57. Select “Win_XP to RF550VPN” and then click “Edit.”

Edit Rule Properties

Authentication kMethods |
IP Filter Lizt

Tunnel Setting I Connection Type

Filker Achion

O RFSSIVPN to win_XP
(@) win_<P to RFS50VPN

=, The zelected IP filter list specifies which netwark, traffic will be
=, affected by thiz mile.
IP Filter Lizts:
M ame | D escription |
O AILCMP Traffic batches all ICMP packets betva...
O AP Traffic batches all P packets from thiz ...

kake a filker from RFSE0VPM o .
kake a filker from “Win_*F to BF...

add... ab Remave |

1]

I Cancel I Apply
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58. Click “Edit.”

M |P Filter List

A P filter ligt is compozed of multiple filkers. I thiz way, multiple subnets, [P

—_—
i—' addrezzes and protocaol: can be combined inta ane [P filter.

M arne:
Wafin_=P to RFS50EM

Description: Add...
b ake a filker fram 'win_s=F to RFA50WPRH a
Remove |
Filters: v Use add wizard
kirrored | Dezcription | Frotocol | Source Port | Destination
Yes ANY AN ANY
£ ili | B
] Cancel |

D

A
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59. Uncheck “Mirrored. Also match packets with exact opposite source and destination
address” and then click “OK.”

Filter Properties |1| |£|

&ddressing | F'rn:ntu:n::n:-ll Descriptianl

— Source address;
I.-’-‘-. gpeciiic P Address ;I

IF'.-’-'-.u:Idress:I 204 . 26 . 122 . 50
Subnet mask: I 265 . 255 , 255 , 25%

— Destination addrezs:

& specific |P Subnet ;I

IF'address:I 192 . 168 . 2 . O
Suhnetmask:l 255 . 255 . 255 . )

—
< r grmred. Alzo match packetz with the eract oppozite zource and
eztination addreszes.

C % D oo
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60. Click “OK.”

M |P Filter List

A P filker lizt iz compozed of multiple filkers. [nthiz way, multiple subnets, [P

—
i—' addrezzesz and protocols can be combined into one [P filter.

M arne;
Wi to RFE50PH

D ezcription; Add...
b ake a filker from win_+F to RFS50WPH Edi... |
Remove |
Filters: v Use Addwizard
Mirrared | Deszcription | Pratacal | Source Part | Destination
Mo ANY ANY ANY
£ I | >
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61. Choose “RF550VPN to Win_XP” and then click “Edit.”

Edit Rule Properties

Authentication Methods |
IP Filter Lizt

Turnel Setting I Connection Type
| Filter Achion

P Traffic
& BFE50MPN ta 'win =P
Wwin_¥P to RFSE0VPN

= The selected IP filter list specifies which netwark traffic will be
=, affected by thiz rule.
IP Filter Lizts:
M ame | D escription |
O AINCMP Traffic Matches all ICMP packets betw...

Add... |® Remove |

Matches all IP packets from thiz ...
Make a filker from RFSE0VPM to ...
take a filker from \Win_+F to BF ...

Cloze I Cancel I Apply

41



Multi-Tech Systems, Inc.

62. Click “Edit.”

M P Filter List

An P filker ligt iz compozed of multiple filkers. 1h thiz way, multiple subnets, [P
addrezzes and protocalz can be combined inta ane [P filter.

RFE5MVPM to Wwin_sF

Description: Add...
b ake a filker fram RFEE0YPM o Wwin_=<P ai
Remove |
Filters: W Usze &dd Wizard
Mirn:ured| Dezcription | Frotocal | Source Port | Deztination
Tes AMNY AN AP
< i | >
k. Cancel |

A
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63. Uncheck “Mirrored. Also match packets with exact opposite source and destination
address” and then click “OK.”

Filter Properties |1| |£|

&ddressing | F'rn:ntu:n::n:-ll Descriptianl

— Source address;
I.-’-‘-. gpecific [P Subnet ;I

IF'.-i'-.n:Idress:I 192 . 168 . 2 . 0O
Suhnetmaskzl 265 . 255 , 255 .

— Destination addrezs:

& specific |P Address ;I

IF'address:I 204 . 26 . 122 . 50
Subret mask: I 255 . 255 . 255 . 25K

—
< r grmred. Alzo match packetz with the exact oppozite zource and
eztination addreszes.

Cancel |
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64. Click “OK.”

M P Filter List

= A P filker ligt iz compozed of mulkiple fikers. 1n this way, multiple subnets, [P
=+ addrezses and protocalz: can be combined inta ane |P filter.

M arne:
RFR50PM o win_=P

D escription; Add...
kake a filker fram RFSEMPM o win_+<P Edit... |
Remove |
Filters: v Use &dd wizard
Mirrored | Dezcrnption | Frotocol | Source Port | Deztination
Mo AN AN ANY
< i | 3|

Cancel |

A
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65. Highlight “Win_XP to RF550VPN” and make sure a dot is in the circle for this selection, and
then click “Close.”

Edit Rule Properties

Authentication kMethods | Tunnel Setting Connection Type
IP Filter List | Filter ction
=, The selected [P filter list specifies which netwark. traffic will be
=, affected by this rule.
IF Filter Lizts:
M ame | Description |
2 Al ICMP Traffic katches all ICMP packets betw...
2 Al IP Traffic Matches all [P packets fram thiz .
() RFEE0VEHM to win_+P b ake a filker from RFE50VEM to ..
'W'in_XF" to RFEE0VPM bdake a filker from ‘win_+<F to BF...
tdd. | Edt. | Remove |

( Claze ﬁ Caticel | Apply
\_/
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66. Click “Close.”

RF550VPN With Win_XP Properties

Rules | Gereral|

ﬁ Securnty rules for communicating with ather computers
P Security rules:

IP Filter List | Fiter Action | Authertication... | Tu
“Win_#P to RFS50... 3DES_MDS Freshared key 20
RFSEMPM totwin.. 3DES_MDS Prezhared ey 20
O <Donamic Default Aezponze K.erberoz Mc
&l 1] ] |

Add... Edi... | Femove | V¥ Use &ddwizard

( Claze | Cancel

67. Click right button on “RF550VPN With Win_XP” and click “Assign”. The “Policy Assigned “
column will change from “No” to “Yes” for this item.

'm Console1 - [Console Root\IP Security Policies on Local Com... |:||§||X|

[ﬁ] File  Action  Wiew Fawvoribes  MWindow  Help |_|E’|£|

« - BEXEFB @ Be 14

D Console Root | Description | Palic
{8, 1P Security Policies « , M
RFS50PMN Communication w...
- = I "---;T Fed. ..
2] Server (Request Secu... For all IP traffic, alwaysreq... Mo
& il | = |l il | 2
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68. Now you want to verify that IPSec Services have been started. To do this, left click on “Start”
in the lower left corner of the screen; then click on “Administrative Tools”; then “Services”,
and then “IPSEC Services.” Start “IPSEC Services.”

i

File

Action

Wiew  Help

| P R =

IPSEC Services

Description:

driver,

| Hr

top the service
< Restart the servic

Manages IP security policy and skarts the
ISAKMP[Oakley (TKE) and the IP securiby

- [2]x]]

ey Services (Local) #4 Services (Local)

MWame | Description | Skatus | -
%DHCP Cliert Manages n...  Started
%Distributed Link Tra... Mainkains li... Started
%Distributed Transac... Coordinate...
%DNS Client Resolves a...  Skarted
%Errur Reporting Ser... Allows erro...  Started
%Event Log Enables ew...  Started
%Fast User Switching... Provides m... Started
%Help and Suppark Enables He,., Skarted
%Human Intetface ... Enables ge...
48 IMAPT CO-Burning C... Manages C...
%Indexing Service Indexes cao...
%Internet Conneckio..,  Provides n...

IPSEC Services Manages I... Sta@
%Lngical Disk Manager  Detecks an...  Started 3
4 ?

\ Extended r.-{ Standard ,-"‘

69. Ping Remote private network on Dos Command Mode.

IP Security.

IP Security.

IP Security.

IP Security.

IP Security.
172 .168.2.10868:
122 _.168_2.1868:
172 .168.2.10868:
122 _.168_2.1868:
172 .168.2.10868:
122 _.168_2.1868:
172 .168.2.10868:
122 _.168_2.1868:
172 .168.2.10868:
122 _.168_2.1868:
172 .168.2.10868:
122 _.168_2.1868:
172 .168.2.10868:
122 _.168_2.1868:
172 .168.2.10868:
122 _.168_2.1868:
172 .168.2.10868:
122 _.168_2.1868:
172.168.2.16868:

bhytes=32
byte=s=32
bhytes=32
byte=s=32
bhytes=32
byte=s=32
bhytes=32
byte=s=32
bhytes=32
byte=s=32
bhytes=32
byte=s=32
bhytes=32
byte=s=32
bhytes=32
byte=s=32
bhytes=32
byte=s=32
bytes=32

TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127

(S000261A / RF550VPN and Win2k-XP IPSec Config-A.doc / 06-18-02)

47



